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Summary of the HIPAA Privacy Rule
i
 

Understanding Health Information Privacy 

The Health Insurance Portability & Accountability Act’s (“HIPAA”) Privacy Rule (the “Privacy 

Rule”) provides federal protections for personal health information held by covered entities and 

gives patients an array of rights with respect to that information.  

Covered Entities 

The Privacy Rule applies only to covered entities.  Individuals, organizations, and agencies that 

meet the definition of a covered entity under HIPAA must comply with the Privacy Rule’s 

requirements to protect the privacy of health information and must provide individuals with 

certain rights with respect to their health information.   

A Covered Entity is one of the following: 

A Health Care Provider 
  

A Health Plan 
  

A Health Care Clearinghouse 

This includes providers such as: 

 Doctors 

 Clinics 

 Psychologists 

 Dentists 

 Chiropractors 

 Nursing Homes 

 Pharmacies 

...but only if they transmit their 

(billing) claims electronically for 

payment. 

  

This includes: 

 Health insurance companies 

 HMOs 

 Company health plans 

 Government programs that 

pay for health care, such as 

Medicare, Medicaid, and 

the military and veterans 

health care programs 

  

This includes entities that process 

certain (billing) claims 

electronically. 

What Information is Protected? 

Protected Health Information. The Privacy Rule protects all "individually identifiable health 

information" held or transmitted by a covered entity or its business associate, in any form or 

media, whether electronic, paper, or oral. The Privacy Rule calls this information "protected 

health information (PHI)."  

“Individually identifiable health information” is information, including demographic data, that 

relates to: 

 the individual’s past, present or future physical or mental health or condition, 

 the provision of health care to the individual, or 

 the past, present, or future payment for the provision of health care to the individual, 
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and that identifies the individual or for which there is a reasonable basis to believe it can be used 

to identify the individual.  Individually identifiable health information includes many common 

identifiers (e.g., name, address, birth date, Social Security Number).  

General Principle for Uses and Disclosures 

Basic Principle. A major purpose of the Privacy Rule is to define and limit the circumstances in 

which an individual’s protected heath information may be used or disclosed by covered entities. 

A covered entity may not use or disclose protected health information, except either: (1) as the 

Privacy Rule permits or requires; or (2) as the individual who is the subject of the information 

(or the individual’s personal representative) authorizes in writing. 

Required Disclosures. A covered entity must disclose protected health information in only two 

situations: (a) to individuals (or their personal representatives) specifically when they request 

access to, or an accounting of disclosures of, their protected health information; and (b) to the 

U.S. Department of Health and Human Services (“HHS”) when it is undertaking a compliance 

investigation or review or enforcement action. 

Permitted Uses and Disclosures. A covered entity is permitted, but not required, to use and 

disclose protected health information, without an individual’s authorization, in certain other 

situations including for Treatment, Payment, and Health Care Operations.   

Treatment is the provision, coordination, or management of health care and related services 

for an individual by one or more health care providers, including consultation between 

providers regarding a patient and referral of a patient by one provider to another. 

Payment encompasses activities of a health plan to obtain premiums, determine or fulfill 

responsibilities for coverage and provision of benefits, and furnish or obtain reimbursement 

for health care delivered to an individual
21

 and activities of a health care provider to obtain 

payment or be reimbursed for the provision of health care to an individual. 

Health care operations are any of the following activities: (a) quality assessment and 

improvement activities, including case management and care coordination; (b) competency 

assurance activities, including provider or health plan performance evaluation, credentialing, 

and accreditation; (c) conducting or arranging for medical reviews, audits, or legal services, 

including fraud and abuse detection and compliance programs; (d) specified insurance 

functions, such as underwriting, risk rating, and reinsuring risk; (e) business planning, 

development, management, and administration; and (f) business management and general 

administrative activities of the entity, including but not limited to: de-identifying protected 

health information, creating a limited data set, and certain fundraising for the benefit of the 

covered entity. 

While covered entities may rely on professional ethics and best judgments in deciding which of 

these permissive uses and disclosures to make, institutional policies should also be followed. 
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Authorized Uses and Disclosures 

Authorization. A covered entity must obtain the individual’s written authorization for any use or 

disclosure of protected health information that is not for treatment, payment or health care 

operations or otherwise permitted or required by the Privacy Rule. A covered entity may not 

condition treatment, payment, enrollment, or benefits eligibility on an individual granting an 

authorization, except in limited circumstances.  An authorization must be written in specific 

terms.  

Psychotherapy Notes. A covered entity must obtain an individual’s authorization to use or 

disclose psychotherapy notes with a limited number of exceptions. 

Marketing. Marketing is any communication about a product or service that encourages 

recipients to purchase or use the product or service.  

Generally, these disclosures require authorization. 

Limiting Uses and Disclosures  

Minimum Necessary. A central aspect of the Privacy Rule is the principle of “minimum 

necessary” use and disclosure. A covered entity must make reasonable efforts to use, disclose, 

and request only the minimum amount of protected health information needed to accomplish the 

intended purpose of the use, disclosure, or request.  Access to PHI is generally limited to the 

minimum amount of information necessary to perform the task needed to be accomplished. 

Individual Rights 

Privacy Practices Notice. Each covered entity, with certain exceptions, must provide a notice of 

its privacy practices. 

Access. Except in certain circumstances, individuals have the right to review and obtain a copy 

of their protected health information in a covered entity’s designated record set. 

 Amendment. The Rule gives individuals the right to have covered entities amend their 

protected health information in a designated record set when that information is inaccurate or 

incomplete.  

Disclosure Accounting. Individuals have a right to an accounting of the disclosures of their 

protected health information by a covered entity or the covered entity’s business associates.  

Restriction Request. Individuals have the right to request that a covered entity restrict use or 

disclosure of protected health information for treatment, payment or health care operations, 

disclosure to persons involved in the individual’s health care or payment for health care, or 
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disclosure to notify family members or others about the individual’s general condition, location, 

or death. 

Confidential Communications Requirements. Health plans and covered health care providers 

must permit individuals to request an alternative means or location for receiving communications 

of protected health information by means other than those that the covered entity typically 

employs.  

State Law  

Preemption. In general, State laws that are contrary to the Privacy Rule are preempted by the 

federal requirements, which means that the federal requirements will apply. The Privacy  Rule 

provides exceptions to the general rule of federal preemption for contrary State laws that (1) 

relate to the privacy of individually identifiable health information and provide greater privacy 

protections or privacy rights with respect to such information, (2) provide for the reporting of 

disease or injury, child abuse, birth, or death, or for public health surveillance, investigation, or 

intervention, or (3) require certain health plan reporting, such as for management or financial 

audits.  [For more information, check your institution’s policies.] 

Enforcement &Penalties for Noncompliance 

Civil Money Penalties.  OCR may impose a penalty on a covered entity for a failure to comply 

with a requirement of the Privacy Rule.  ties may not exceed a calendar year cap for multiple 

violations of the same requirement. 

   For violations occurring prior to 

2/18/2009 

For violations occurring on or after 

2/18/2009 

Penalty Amount Up to $100 

per violation 

$100 to $50,000 or more 

per violation 

Calendar Year Cap $25,000 $1,500,000 

Criminal Penalties.  A person who knowingly obtains or discloses individually identifiable 

health information in violation of the Privacy Rule may face a criminal penalty of up to $50,000 

and up to one-year imprisonment.  The criminal penalties increase to $100,000 and up to five 

years imprisonment if the wrongful conduct involves false pretenses, and to $250,000 and up to 

10 years imprisonment if the wrongful conduct involves the intent to sell, transfer, or use 

identifiable health information for commercial advantage, personal gain or malicious harm.  The 

Department of Justice is responsible for criminal prosecutions under the Privacy Rule. 

                                                           
i
 Information in this summary is generally taken from  http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary/  . 
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